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Employees Sanctioned for Misusing
E-Mail

As a result of information| civil penalties of $100 fronj cumstances, the content g
forwarded by a state agengyeach individual and called fgr these messages, or in som
to the Ethics Commission, a a letter of reprimand. Howt cases the frequency of then
number of state employeesever, in recognition of the em- made these unacceptable.
from different agencies have ployees’ early acceptance of (See article on page 3.)

been sanctioned for violating responsibility and cooperation

40 IAC 2-1-9(f), misuse of| in the case, the Commissign/ N)
state resources. Thirteensuspended all but $25ofthd____ |nside————
employees (from four differ-| civil penalty. A number of ad «Violations ... Page 1
ent agencies) admitted in ditional employees remain _

separate settlement agree-under investigation. * Supervisors ........ Page 2
ments to using the state’s ¢- « Fall Classes........ Page [
mail system to send e-mall Although the State Ethics|, cihics Game Page f
messages containing jokes,Commission last year| 77 I
cartoons and other non-stateadopted a policy allowing | ¢ E-mail Jokes ...... Page §
related material. The settle- very limited personal use df| « Text of Rules ..... page);

ment agreements containe

dstate resources in certain cir-

Caseworker Cited for Conflict of Interest

The State Ethics Commig- and reviewing applications couple’s designated publi¢

sion sanctioned a public as-from clients for social ser- assistance caseworker.
sistance caseworker on April vices. She then suggested

13, 2000 for conflict of inter{ what public assistance mightin March 1998, the case
est arising from her secondbe available to her clients. worker asked a DFC clerk tq
job as a real estate agentThe caseworker also gath-type a real estate docume
The caseworker was foundered pertinent information for her. The clerk used stat
in violation of IC 4-2-6-9| and documentation to deter-equipment to type the docu
when she conducted realmine public assistance ben-ment during her lunch hour
estate business with clientsefits. The caseworker had also re

August 2000

Attorney Fined
for Misuse of
fState Resources

@& former attorney with the
Indiana Professional Licens-
ing Agency (IPLA) was fined
$1,000 in an Agreed Settle-
ment approved by the State
Ethics Commission on June 8,
2000.

The former employee admit-
ted to violating 40 IAC 2-1-
9(f) when he used a state
computer, Internet privileges,
telephone number, and printer
for purposes other than offi-
cial state business. He was
also found to have violated 40
IAC 2-1-9(g) by engaging in
work other than his official
duties during working hours.

During an investigation initi-

ated by the Commission on
rSeptember 9, 1999, a review
vof the former employee’s of-

tice computer directories and
fe-mail turned up numerous
personal documents. Among
these documents was the
2former employee’s personal

over who she was acting gn ceived telephone pages fro

usiness letterhead with

behalf of FSSA's Division of In 1997, the caseworker hadher real estate clients on staléPLA's office telephone num-
Family & Children. earned a $2,242 real estatdéime. These incidents resulteer. Several personal letters
commission when she repre-in the caseworker being sancand documents as well as
sented DFC clients in the pyr-tioned for misuse of state re-matters pertaining to outside
chase of a home in 199,sources, time and personndlegal matters also were re-
while continuing to be the (40 IAC-2-1-9 [f] and [g]). [trieved from the former

As a public assistance cas
worker, the employee wa
responsible for processin

See Caseworkerpage 2 SeeAttorney page 3
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Former Fire Prevention Employee

Sanc

A former field supervisor and fire pre-conditions existed. The former employ:
vention inspector with the Division ofused the state-owned vehicle to comm

Fire and Building Services (DFBS) w
fined $1,500 for misusing state time

resources. The former inspector admiteaching activities were not part of th
ted to violating 40 IAC 2-1-9(f) and (g) former employee’s official state duties
when he used a state vehicle for outside

business travel and when he taught arhe Ethics Commission accepted the

outside class on state time.

In November 1997, eight days after joj

ing the Fire Marshal’s Office, the form

employee was issued a state-owt

vehicle for commuting purposes. In
memo from State Fire Marshal Tra
Boatwright, the former employee w
alerted that personal use of the veh
was prohibited unless outside emerge

Fall Classes Open

Ethics Orientation
Oct.17 10:00-11:00a.m.

Ethics for Supervisors
Oct. 18 10:00-12:00 p.m.

Ethics for Managers
Oct. 25 9:30-12:00 p.m.

Ethics for Executives
Sept. 22 10:00-12:30 p.m.

Classes are held in the
State Conference Center, Room A
Indiana Government Center South
402 W. Washington St.
Indianapolis, IN 46204

To register, contact Mary Hill
at (317) 232-3850

Note: Individualized agency training
available upon request. Y,

tioned

ago arson classes he was teaching, sc
&of which were on state time. Yet th

Agreed Settlement on January 11,
2000.

n-

er
ned

What's a
03 Supervisor To Do?

as

Cligow should
NSlpervisors
handle eth-
ics situations
of their em-
ployees? Supervisors may handle “r

chine, the telephone, the fax machine
computer. Continued misuse of th
equipment by an employee would requ
a supervisor to use the steps of progt
sive discipline. However, using offic
equipment for financial gain (such as
support of an outside real estate bu
ness or for legal work unrelated to on
state job) — or to download or send f
tentially offensive material —would ge
erally be considered more significant.
such cases a supervisor should likely
port the matter to another appropriate

Ethics Commission).

See Supervisorspage 4

nor” violations directly. Examples may
include certain instances of misuse|df
state equipment such as the copier m

Caseworker

continued from page one

edn an Agreed Settlement with the Com-
utaission, the caseworker admitted to the
rabove mentioned violations and agreed
éo pay a civil penalty of $2,500 and to a
@eprimand from her appointing author-

5.0ty.

She further agreed not to represent or
assist her DFC clients with outside real
estate matters under any circumstances;
not to represent or assist anyone in real
estate matters which would conflict with
DFC Policy; not to place or accept calls
related to her real estate business while
at DFC office or on DFC business; not
to have outside communications equip-
ment, including a pager or cell phone on
during the time that she is on duty as a
state employee unless it pertains to her
official state business; not to use DFC
personnel for outside business during
LPFC working hours or at the DFC of-
fice; and not to use DFC equipment for
al estate work, including the tele-
ghone, under any circumstances.

and

iy/iolation of any of the above is grounds
iror additional sanctions by either the
daFC or the State Ethics Commission.
e

ibince 1995, an FSSA agency policy in-
giorporating the state ethics rules has
2'Been posted and made available to FSSA
@mployees. Included in the policy are
nimoonlighting guidelines for DFC em-
Iiployees. An example of prohibited out-
reide employment in the DFC policy is
eihat of a local office director who wants

son (ethics officer, agency head or th sell real estate on the side to employ-

ees and agency clients.

2
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Ethics Game on Internet

State employees are encouraged to test their knowledge of
State ethics rules by visiting the Ethics Commission
web site atwww.state.in.us/ethics. The latest addi
tion to the site is an interactive ganfe,Case of

ers score points by solving ethical situations and ta
ing chances along the way. Each week a list of th
ten highest scoring players is posted. While you're there, chg
out the Commission’s 1999 Annual Report featuring informatic
on investigations and advisory opinions.

Deferred Compensation Offers Easy
Access to Accounts

.. State employees enrolled in the Indiana Deferred Comp
sation Plan now have the option of accessing their accol

savings plan and can be accessedwaiv.IndianaDC.com. Be-
cause the deferred compensation program is a benefit of emp
ment to state employees, accessing one’s account during wor
hours is permissible, subject to the approval of one’s supervisjc

Attorney

continued from page one

Ethics developed by the Commission as a learning
tool for those who have access to the Internet. Play-
-

e
ck

en-

nts

online. The web site offers additional information on the retiremént

loy-
king

r.

E-mail Jokes: No

ne Laughing Matter

Private industry is feeling the monetary
sting of sexual harassment suits due to
employees sending inappropriate and of-
fensive e-mail jokes and messages. Chev-
ron Corporation, caught in a sexual harass-
ment lawsuit brought about by a group of
women claiming they were harassed
through the company’s internal e-mail sys-
tem, settled the suit for $2.2 million. The
women claimed that Chevron had permit-
ted the system to be used for sending sexu-
ally offensive messages.

At the brokerage firm, Edward Jones &
Co., nineteen employees were fired after
failing to admit that they sent pornography
or off-color jokes over the company e-mail
system. Another 41 who came forward
were met with disciplinary measures.

Some employees view e-mail messages as
private correspondence. Several employ-

SeeJokespage 4
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employee’s computer. In addition, thefor the transacting of state business only.
former employee used IPLAs e-mailPersonal correspondence, data storage,
system for personal and professionand Email transmissions are prohibited
correspondence unrelated to IPLAand will be disciplined upon discovery,”
work. The former employee violated this agree-

ment, as well as ethics rules, when|he
As an employee of IPLA, the attorneyused his agency e-mail address to send
was expected to abide by the statemenasid receive messages concerning his jout-
made within the IPLA Systems Userside legal cases, personal consumer
Agreement. This Agreement says |inmatters, and other matters unrelated to
part, “Files and software are to be ugedfficial state business.
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o responsibility of government is more fundamental than the respon-

Nsibility for maintaining the highest standards of ethical behavior by
those who conduct the public business.

President John F. Kennedy, April 27, 1961

Attorne
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(

Visit our web site at:
www.state.in.us/ethics

)
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continued from page three

ees of Nissan Motor Com
pany were fired when the
supervisor monitored their ¢
mail containing inappropri
ate jokes and language. T
employees’ claim that the
right to privacy was violatec
was dismissed in court. Th
judge ruled in favor of
Nissan, upholding th¢
company’s argument that th
employees had no reasona
expectation of privacy in
their e-mail messages.

Other employees trying t
fight back with privacy com
plaints have done so to 1

E-mail Jokes

-court ruled in favor of
rMicrosoft when a former em
>-ployee alleged his comput
- files had been “broken intg
N®y the company.

r

i Perhaps the most significa
€uling on this privacy matte
thus far, is found in Smyth
? Pillsbury Co. This decision, th
Sirst of its kind to be hande
Dlgown by a federal court
stated that, “a private sect
at-will employee has no righ
of privacy in the contents ¢
Dhis or her e-mail whenitis se
over an employer’s e-mail sy

Gem.”

In the cases discussed
-Page 1 of this newsletter, no
2pf the employees e-mail w
'being monitored. The me
sages came to light when d
covered well after they we
heriginally sent when they we
retrieved from the computer
’_an employee under investig
ction for an unrelated matte

of all others who had prev,
Spusly forwarded the messag
i{In many cases, the e-ma
fcontained graphics, audio
pther types of file attachmen
sThey could have exposed I
cipient computers to comput
viruses.

avail. Last year, a Texa

S

™\

(e

(f) A state officer o
employee shall not ma
use of state materia
funds, property, perso

state business unless

agency, departmental,
institutional policy o

40 IAC 2-1-9 Conflict of Interest; prohibitions

nel, facilities, or equip- gage in, or direct others
ment for any purpose to engage in work other
other than for official

use is expressly permit- working hours, except
ted by general written as permitted by general

Negulation, considering policy or regulation.

xt of Rules Cited in Conflict of Interest Casé

r the cost and the benefit
ke by such use.

Is, (g) A state officer or

n- employee shall not en-

than the performance of
theofficial duties during

or written agency, depart-
r mental, or institutional

JJ

4-2-6-9 Conflicts of
financial interest

Sec. 9. A state officer
or employee may not
participate in any deci-
sion or vote of any kind
in which the state of-
ficer or the employee
or that individual’s
spouse or unemanci-
pated children has a fi-
nancial interest.

/
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Supervisors

continued from page two

oWhat should a supervisor do
ni¢ an employee does commit
Agn ethics violation? For ex-
sample, the payroll clerk noti-
sfies the supervisor that there
eare discrepancies on an
eemployee’s time sheet —what
pkhould the supervisor do? If
athe discrepancies are honest
rmistakes, the supervisor can

4 The e-mails included the pathectify the situation with the

i-employee. However, if it ap-
epears the inaccuracies may
I®e intentional, the supervisor
oshould notify the appropriate
sperson within the agency.

e_

EEthics is part of every state
employee’s job. Supervisors
can show employees the right
thing to do but it is the respon-
sibility of each employee to
adhere to the ethics rules.
Supervisors are asked to be
aware of the ethics rules and
to seek advice when needed.
Advice may be sought from
agency ethics officers,
agency heads, or from the
State Ethics Commission.
Ethics For Supervisorsa
course on the ethics rules, is
offered by the Commission
on a quarterly basis.
(See Fall Classes
Open on page
two.)

The Indiana State Ethics Commission does not discriminate on
the basis of disability in regard to ADA requirements. All printed
materials will be made available in big print, braille or on audio

cassette, upon request.




